Cisco SYSTEMS

Solution Overview

Cisco Aironet Wireless Access Points

As WLAN deployments expand, security, scalability, reliability, ease of deployment, and management become
increasingly important. Cisco provides a comprehensive line of access points that deliver enterprise-class features
for business-ready wireless LANSs.

EXECUTIVE SUMMARY

Access points are critical elements of the Cisdaified Wireless Network. Cisco single- and duaht access points are designed for
offices and similar environments, challenging RFiemments, and the outdoors. The devices areablaiin two versions: unified or
autonomous. Unified access points operate with tfietweight Access Point Protocol (LWAPP) and warlconjunction with Cisco
wireless LAN controllers and the Wireless Contrgst®m (WCS). Autonomous access points are bas@ison 108 Software and may
optionally operate with the CiscoWorks Wireless LSHNIution Engine (WLSE). Autonomous access poaltsig with the WLSE,
deliver a core set of features and may be fieldragbed to take advantage of the full benefits ofGeeo Unified Wireless Network as

requirements evolve.

To make the best choices for their particular appidns, customers need to understand the fesantebenefits of the different Cisco
Aironet® access points. This solution overview detailsddyeabilities of each of the devices in the CiscmBét Family of wireless
access points.

MANAGEMENT PARADIGM

As wireless LANs become increasingly mission-caitiand evolve in terms of scale and capabilities vway the wireless deployment is
managed must evolve as well. Because each custorderach deployment is unique, Cisco providesriiffefeature sets and differing
management paradigms to address these customdiiespirements.

Cisco provides a core feature set that includesnaumous access points and the CiscoWorks WLSE reamag appliance. The core
feature set provides a base set of capabilitigsatiearequired for enterprise deployments. Cortufea include secure connectivity
through support for 802.11i Wi-Fi Protected Acceg8VPA2), fast and secure Layer 2 roaming, andfextes to a variety of third-party
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applications and products. Most Cisco access paiagtsvailable in versions designed for autononomgsation. These devices may be
upgraded in the field to lightweight mode, ther@bgviding customers with a smooth path from coraniied features.

The Cisco unified feature set is delivered by kgkight access points, wireless LAN controllers, #raWireless Control System (WCS)
management solution. The unified feature set reptsgthe most comprehensive set of capabilitiésarindustry, including guest access,
wireless intrusion detection and intrusion prevamtiscalable Layer 3 mobility, and location sersiddost Cisco Aironet access points
are available in versions designed for lightweigpération.

DEPLOYMENT ENVIRONMENTS

Wireless LANs are becoming commonplace in numeemwéronments, including offices, schools, factgrigarehouses, and even the
outdoors. At the same time, the wireless industinvolving from lower-capacity, single-band devitegigh-capacity, dual-band
solutions. The Cisco Aironet Family of access mmeets these various application requirementsdwiging:

¢ Single- and dual-band access points
¢ Devices designed for indoor and outdoor deployments
¢ A consistent hardware feature set and predictablpéformance for deployment across the enterprise

As WLAN deployment expands into more applicationd anstallation scenarios, a diverse line of acpessts is required to meet the
associated capacity, coverage, and environmergalresments. The Cisco product line includes acpeg#ts designed for offices and
similar facilities, such as hospitals and retailimnments, challenging RF environments like fae®and warehouses, and the outdoors.
These devices can be installed on desktops, os vaallceilings, above ceilings, and on top of poles

While application requirements may vary, Cisco ustiands that all enterprise customers require upcomised network security,
scalable manageability, and an evolving set of nstwervices. That's why all Cisco Aironet accesmifs: support the Cisco Unified
Wireless Network, a framework for wired and wiral@stegration that delivers the security, manadiaband services that enterprises
have come to expect from Cisco on both wired andless networks.

SOLUTION

Addressing Feature Requirements

As wireless LAN usage has evolved from basic trartsjor largely transactional applications, so hthefeature expectations of wireless
LAN users and administrators. This change has albmet on a segment-by-segment, customer-by-custoases. It is critical for Cisco

to provide differing feature sets to best fit diffey customer requirements. Given that customeuirements can evolve during the
lifetime of a wireless LAN deployment, it is alseagssary to provide a means of smoothly upgradiisgeature set for the installed base
of products, with minimal disruption to network oagons.

Cisco’s unified wireless LAN feature set offers thatures required for most enterprise deploymeétume deployments may not yet
require these advanced capabilities. To addresg #nolving requirements, customers can selediligght access points, or they can
upgrade autonomous access points in the fieldjbdviieight operation. With Cisco, customers can sbdbe feature set that is right for
them, at the time that it is right for them. Tablprovides a summary of the operational capalslibevarious Cisco Aironet access points.

1 Autonomous access points must be field-upgradedrta. WAPP for full support of the Cisco Unified Wless Network.
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Table 1. Operational Capabilities of Cisco Aironet Access Points

Cisco Series Autonomous Operation Lightweight Operation
1000 Series No Yes
1100 Series Yes Yes
1130AG Series Yes Yes
1200 Series Yes Yes
1230AG Series Yes Yes
1240AG Series Yes Yes
1300 Series Yes Yes
1500 Series No Yes

Addressing Capacity Requirements

In just a few years, WLANs have evolved from prepary systems with sub-Mbps capabilities to statidad offerings operating at as
much as a combined data rate of 108 Mbps. Thededata rates are available in both the 2.4 GHz batid802.11g technology and the
5 GHz band with 802.11a technology. 802.11g offerskward compatibility with 802.11b devices, bulinsited to three nonoverlapping
channels in the 2.4 GHz band. 802.11a providesagkvibard compatibility but supports as many as Zéokls (depending upon local
regulations). To provide both backward compatipiihd high capacity, WLAN client vendors are migrgtto dual-band 802.11a/g-
capable client devices. In 2006, 802.11a/g dewidbHecome the predominant type for embedded dreiraarket client adapters
designed for laptops, desktops, and even PDAs. ey these dual-band capabilities are expectectiend to almost every WLAN
client device, including application-specific deasdike voice handsets, barcode scanners, andfradieency identification (RFID)
scanners.

Deploying an infrastructure that takes full advgetaf the expanding capabilities of the client basé&es sense if capacity is currently an
issue or is expected to become an issue duringséel life of the infrastructure devices. Giver tlapid expansion of wireless-enabled
devices, increasing capacity requirements areyliteebpply to most WLAN installations. For this mafy of applications, access points
that support both 802.11a and 802.11g represeetterbong-term value, particularly given their Ipwice premium relative to single-
band devices. For the few applications that areerpécted to present capacity issues in the near teistomers can choose single-radio
access points. Table 2 summarizes which Cisco sqm#sts support 802.11a, 802.11b, and 802.11g.

Table 2. Cisco Aironet Access Point Support for 802.11a/b/g

Cisco Series 802.11b 802.11g 802.11a
1000 Series Yes Yes Yes
1100 Series Yes Yes No
1130AG Series Yes Yes Yes
1200 Series Yes Yes Optional®
1230AG Series Yes Yes Yes
1240AG Series Yes Yes Yes
1300 Series Yes Yes No

1500 Series Yes Yes Yes

2 With a hardware upgrade module, Cisco Aironet 126fles Access Points may be field-upgraded tocugp2.11a.
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AWARD-WINNING SECURITY

The Cisco Aironet Series access points supposl&Q Wi-Fi Protected Access (WPA), WPA2, and ntoms Extensible
Authentication Protocol (EAP) types. WPA and WPA@ the Wi-Fi Alliance certifications for interopéla, standards-based WLAN
security. These certifications support IEEE 802féXuser-based authentication, Temporal Key Intedtiotocol (TKIP) for WPA
encryption, and Advanced Encryption Standard (ABBYWPA2 encryption. These certifications help tsere interoperability between
Wi-Fi-certified WLAN devices from different manufacers.

Cisco Aironet Series Access Points operating WWAPP support Cisco Unified Intrusion Detection &ys/Intrusion Prevention
System (IDS/IPS), a software feature that is phiti@ Cisco Self-Defending Network and is the irtdyis first integrated wired and
wireless security solution. Cisco Unified IDS/IFSgure 1) takes a comprehensive approach to sgetaitthe wireless edge, wired edge,
WAN edge, and through the data center. When arcaded client sends malicious traffic through theoG Unified Wireless Network, a
Cisco wired IDS device detects the attack and ssehds requests to Cisco wireless LAN controllefsiclv will then disassociate the
client device.

Figure 1.  Cisco Unified IDS/IPS Detects Malicious Attacks Allowing the WLAN Controller to Disassociate the Offending Client Device
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Autonomous or unified Cisco Aironet Series accasatp support management frame protection for thkemtication of 802.11
management frames by the wireless network infragtra. This allows the network to detect spoofedhtes from access points or
malicious users impersonating infrastructure acpeg#s. If an access point detects a maliciowschkttan incident will be generated by
the access point and reports will be gathered erCikco wireless LAN controller, Cisco WCS, or @étorks WLSE.

MANAGEMENT AND DEPLOYMENT FLEXIBILITY

The Cisco Aironet Series access points are keyegltstof the Cisco Unified Wireless Network, a coeffansive solution that delivers an
integrated, end-to-end wired and wireless netwidsing the radio and network management featuréiseo€isco Unified Wireless
Network for simplified deployment, the access poimttend the security, scalability, reliabilityseaf deployment, and manageability
available in wired networks to the wireless LAN.dddition to management flexibility the Cisco AigirSeries offers investment
protection deployment flexibility with Hybrid REA&nd Link Role Flexibility.
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Hybrid REAP

Hybrid Remote Edge Access Point (Figure 2) funetiibyis supported on the Cisco Aironet 1240AG 4180AG Series Access Points.
It allows users to deploy access points in reméitees, and choose whether they would like to hiaaffic bridged locally, or tunneled
over the WAN over LWAPP on a per SSID basis. Ifras#oose to bridge traffic locally, then it isdged onto separate VLANSs that
directly correlate to an SSID (i.e. there is arhdpping of SSIDs to VLANs when traffic is bridgaxtally).

Figure 2.  Remote Edge Access Point (REAP) Capabilities Allow Users to Deploy Access Points in Remote Offices, and Choose Whether
They Would Like to Have Traffic Bridged Locally, or Tunneled over the WAN over LWAPP on a Per-SSID Basis
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Users receive their IP address locally within thenigh, but authenticate at a central site whergl802.1x, 802.11i, MAC authentication,
web authentication, or NAC is in use. If any typ@e-shared key is used (i.e. WEP, WPA-PSK), ttheme is no need for central
authentication. After central authentication, tiseruraffic can still be bridged locally.

If a WAN link goes down, no new users using auttwatiopn can be added into the network, howeverauget have already authenticated
remain connected. Users using pre-shared key recoaimected and new pre-shared key users cansstilbate with the network since
centralized authentication is not necessary. WhenWAN link becomes active again, all users arassisciated and then authenticated to
the network. This is used to ensure that the ctlatrbas accurate, up to date information abouuters who are on the network.

Following are key elements of Hybrid REAP functibtya

e Supported only on Cisco Aironet 1240AG and 1130A8E&3 Access Points.

8 advertised WLANSs/SSIDs that terminate on a Cdietror bridged locally.
e Locally bridged WLAN/SSID can be mapped to a VLAN.

e There is support for NAC/Web Auth/802.1x/802.11iaoper WLAN/SSID basis. These protocols are handéedrally, and
subsequently the traffic can be bridged locallg@ntinue to be tunneled back to the controller.
o If an AP has never joined a Controller, it can benpd with an IP address, subnet mask, defaulixggteand IP address of a

Controller. After the AP has contacted the Congrothe console is no longer available.

e Cisco recommends that only two Hybrid REAPs be uisethy one location over a WAN connection. Thisfeuration is
recommended because of the WAN bandwidth required.
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Link Role Flexibility

The autonomous versions of the Cisco Aironet 138@eS, 1240AG Series, 1230AG Series, and the 12@i@sSoffer link role flexibility,
which provides both access point and bridge funstitirough configuration of each radio as an aqoess, repeater, root bridge, non-
root bridge, or workgroup bridge. This configuratibexibility enables the access points to addeeséde range of applications, including
basic wireless LAN coverage, wireless LAN coverafth wireless backhaul, and more traditional bnidgapplications (Table 3).

Table 3. Wireless LAN Link Role Flexibility Applications for Dual-Band Access Points

Radio 1 Radio 2 RJ-45 State
(802.11g or 802.11a) 802.11g or 802.11a)

Root Bridge (RB) Root bridge, non-root bridge, access point, or workgroup bridge Uplink
Non-root Bridge (NRB) Root bridge, non-root bridge, access point, or workgroup bridge Uplink
Workgroup Bridge (WGB) Root bridge, non-root bridge, or access point Uplink
Access Point (AP) Root bridge, non-root bridge, access point, or workgroup bridge Uplink
Repeater Root bridge, non-root bridge, or access point Downlink

Note: Only one 802.11g radio and one 802.11a radio gypasted.

Office Access Points

Cisco Aironet 1130AG Series IEEE 802.11a/b/g Access Point

Packages high-capacity, high-security, and entwgriass features to deliver wireless LAN accesa fow total cost of ownership. The
device is available in either a lightweight versmman autonomous version that may be field-upgtaddightweight operation. With
support for both lightweight and autonomous operatcustomers can enjoy the simplicity and efficieaf a common hardware platform
even while having a hybrid lightweight and autonasideployment. Designed for wireless LAN coverameffices and similar RF
environments, this unobtrusive access point featintegrated antennas and dual IEEE 802.11a/ggdaligobust and predictable
coverage, delivering a combined capacity of 108 848jhe product comes complete with all necessayntivog hardware to provide for
an installation that is both secure and consistéhtcontemporary office décor. The mounting brad&eks the access point as well as the
Ethernet and console cables in place to prevefttahd tampering. The Cisco Aironet 1130AG Sergerehdy to install and easy to
manage, reducing the cost of deployment and onguoaigtenance. For more information, visit:
http://www.cisco.com/en/US/products/ps6087/produtédéa sheet0900aecd801b9058.html

Cisco Aironet 1100 Series Access Point

Offers customers an affordable, easy-to-instal2.80g single-band access point that features eigerplass management, security, and
scalability. The device is available in eitherghtiweight version or an autonomous version that beaffeld-upgraded to lightweight
operation. For more information, visit:

http://www.cisco.com/en/US/products/hw/wirelessfpad/products_data sheet09186a00800f9ea7.html

Cisco Aironet 1000 Series IEEE 802.11a/b/g Lightweight Access Point Model 1010

Delivers 802.11a/b/g wireless LAN access with zeneeh configuration and management. The Cisco Aird®10 is available only as a
lightweight access point and does not support autmus operation. Unlike the Cisco Aironet 1130AGi&: the Cisco Aironet 1010
requires additional mounting bezels for office dgphents and does not provide the same level ofisgeund tamper resistance that is
provided by the 1130AG Series. Because the Cisoonat 1010 is limited to lightweight operation, mmers with hybrid lightweight and
autonomous deployments cannot standardize on e iagdware platform. For more information, visit:
http://www.cisco.com/en/US/products/ps6306/produtédéa sheet0900aecd8025708a.html
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Indoor Access Points for Challenging RF Environments

Cisco Aironet 1240AG Series IEEE 802.11a/b/g Access Point

Delivers the versatility, high capacity, securapd enterprise-class features required in mordestgahg RF environments, such as
warehouses, factories, and retailers. The deviaed#able in either a lightweight or an autonomuersion that may be field-upgraded to
lightweight operation. With support for both lighgight and autonomous operation, customers can ¢émgogimplicity and efficiency of
having a common hardware platform even while hagitnybrid lightweight and autonomous deploymensi®ed for wireless LANS in
rugged environments or installations that requiecglized external antennas, the Cisco AironeDAZ! Series features diversity antenna
connectors for both 2.4 and 5 GHz bands to progidended range, coverage versatility, and morébilexnstallation options. The Cisco
Aironet 1240AG Series Access points combines tarsatility with industry-leading transmit powerceéve sensitivity, and delay spread
for high-multipath environments, providing reliatgerformance and throughput under the most demgratinditions. A second-
generation dual-band access point, the Cisco AirbA40AG Series supports IEEE 802.3af Power ovikelset (PoE). The product
comes complete with all necessary mounting hardteapeovide for an installation that is both secanel rugged. The mounting bracket
locks the access point as well as the Ethernetansble cables in place to prevent theft and taimgeFor more information, visit:
http://www.cisco.com/en/US/products/ps6521/produttdéa sheet0900aecd8031c844.html

Cisco Aironet 1200 Series Access Point

Offers the same versatility, high capacity, segudnd enterprise-class features demanded by inalustreless LAN customers in a
single-band 802.11g solution. The modular deviawides the flexibility to field-upgrade to a dua+d 802.11a/g network by adding a
CardBus-based 802.11a upgrade module that carsig ieatalled in Cisco Aironet 1200 Series acqesifits that were originally
configured for 802.11g. For more information, visit

http://www.cisco.com/en/US/products/hwi/wireless@@products _data_sheet09186a00800937a6.html

Cisco Aironet 1230AG Series Access Point

The Cisco Aironet 1230AG Series is a preconfigudedl-band version of the 1200 Series, providingosupfor 802.11a and 802.11g.
This first-generation, dual-band device does noiyédver, provide the same performance and suppo80®.3af PoE as does the 1240AG
Series. For more information, visttttp://www.cisco.com/en/US/products/ps6108/produtéta sheet0900aecd801b9068.html

Cisco Aironet 1000 Series IEEE 802.11a/b/g Lightweight Access Point Model 1020 and 1030

Delivers 802.11a/b/g wireless LAN access with zemech configuration and management. It providegmdity antenna connectors for 2.4
GHz operation and a single nondiversity conneciote 5 GHz band. The Cisco Aironet 1020 is atdél@nly as a lightweight access
point and does not support autonomous operatioa.delrice does not provide the same extended opgtatinperature range as the
Cisco Aironet 1230AG Series and 1240AG Series,ragdires additional mounting hardware. It doesprovide the same level of
security and tamper resistance that is provide@ibgo Aironet 1230AG Series and 1240AG Series. Bseghe Cisco Aironet 1020 is
limited to lightweight operation, customers withbiigl lightweight and autonomous deployments castaridardize on a single hardware
platform.

The Cisco Aironet 1030 Lightweight Access Poird igersion of the 1020 with software capabilitiest thilow the device to be deployed
remotely from a wireless LAN controller. This un&joapability makes the 1030 ideal for small bramifice deployments where local
placement of a wireless LAN controller is impraatior not economical.

For more information on the Cisco Aironet 1020 40680 lightweight Access Points, visit:
http://www.cisco.com/en/US/products/ps6306/produtésa sheet0900aecd8025708a.html
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Outdoor Access Points and Bridges

Cisco Aironet 1300 Series IEEE 802.11g Wireless Outdoor Access Point and Bridge

Provides access point, wireless bridge, and wotkgtwidge capabilities with enhanced WLAN secuiiggr high-speed, cost-effective
wireless connectivity between multiple fixed or rilelmetworks and clients, this ruggedized platfasrideal for public access for outdoor
areas, network connections within a campus areautioor infrastructures for mobile networks andrasEngineered specifically for
harsh outdoor environments, the Cisco Aironet 1S€fles is ideal for WLANS requiring outdoor covexaghe Cisco Aironet 1300 Series
is available in either a lightweight version orartonomous version that may be field-upgradedgtatweight operation.

Note: The Cisco Aironet 1300 Series supports LWAPP whegrating as an access point. When it operatesdgéomode, however,
it does not support the LWAPP protocol.

For more information on the Cisco Aironet 1300 &grccess Points, visit:
http://www.cisco.com/en/US/products/ps5861/produttséa sheet09186a00802252e1.html

Cisco Aironet 1500 Series Lightweight Outdoor Mesh Access Point

The Cisco Aironet 1500 Series enables cost-effectivalable deployment of secure outdoor wirelégsd. With dual-band, simultaneous
support for IEEE 802.11a and 802.11b/g standaneésCtsco Aironet 1500 Series employs a patent-penéldaptive Wireless Path
Protocol to form a dynamic wireless mesh netwotikvben remote access points, and delivers secuetesdr access to any Wi-Fi-
compliant client.

For more information on Cisco Aironet 1500 Serigghtweight Outdoor Mesh Access Points, visit:
http://www.cisco.com/en/US/products/ps6548/indarlht

ACCESS POINT FEATURES AND BENEFITS

Table 4 provides a summary of the Cisco Aironeeas@oints that are best suited for different emvients.

Table 4. Cisco Aironet Access Points for Different Environments
Cisco Series Offices and Similar Environments Challenging Indoor RF Environments Outdoors
1000 Series Model 1010* Recommended* Not recommended Not recommended
1000 Series Model 1020* Recommended*(model 1030 for Recommended (AP1020, or for remote offices, Not recommended

branch offices) the AP1030)

1100 Series Recommended** Not recommended Not recommended
1130AG Series Ideal Not recommended Not recommended
1200 Series Recommended*** Recommended Recommended****
1230AG Series Recommended*** Recommended Recommended****
1240AG Series Recommended*** Ideal Recommended****
1300 Series Not recommended Not recommended Ideal**
1500 Series Not recommended Not recommended Ideal*

* For lightweight deployment only.

*x For autonomous deployment only.

rkk Particularly for deployments above suspendeiimgs.

Fkkk Can be deployed outdoors in a weatherproof NEiated enclosure.
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Table 5 summarizes the complete Cisco Aironet Badfibccess points.

Table 5. The Cisco Aironet Family of Access Points

Product Features and Benefits

Access Points for Offices and Similar Environments

Cisco Aironet 1130AG Series Access Point ® Two high-performance IEEE 802.11a and 802.11g radios offering 108 Mbps of capacity

® 2.4 and 5 GHz integrated diversity omnidirectional antennas for easy deployment without the need for
external antennas

lightweight operation

® | ow-profile plastic case

\ ® 32 MB of memory with 16 MB of storage

® Operating temperature range of 32 to 104°F (0 to 40°C)

Dual-band lightweight or autonomous access ® Inline power support (Cisco pre-standard and 802.3af)

point with integrated antennas for easy ® Console port for management

gﬁeil?gm:r:g offices and similar RF ® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® Integrated and secure mounting system

® UL2043-rated for placement in plenum areas

@ ] ® Available in either a lightweight version or an autonomous version that may be field-upgraded to

Cisco Aironet 1100 Series Access Point ® Single 802.11g radio offering 54 Mbps of capacity
—— ® 2.4 GHz integrated diversity dipole antennas
v ® Available in an autonomous version only

® 16 MB of memory with 8 MB of storage

® Operating temperature range of 32 to 104°F (0 to 40°C)

® |nline power support (Cisco pre-standard)

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® |ntegrated and secure mounting system

® UL2043-rated for placement in plenum areas

Single-band lightweight or autonomous
access point with integrated antennas for easy
deployment in offices and similar
environments

Cisco Aironet 1000 Series Lightweight ® Two IEEE 802.11a and 802.11g radios offering 108 Mbps of capacity
Access Point Model 1010 ® 2.4 and 5 GHz integrated antennas for easy deployment without external antennas
® Available in a lightweight version only

® 16 MB of memory with 4 MB of storage

® Plastic case

® Operating: 32 to 122°F (0 to 50°C)

® |nline power support (802.3af)

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2

® UL2043-rated for placement in plenum areas

Dual-band lightweight access point with
integrated antennas for easy deployment
in offices and similar RF environments

Access Points for Challenging Indoor RF Environments
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Product

Features and Benefits

Cisco Aironet 1240AG Series Access Point

Second-generation dual-band lightweight
or autonomous access point with dual
diversity antenna connectors for challenging
RF environments

® Two high-performance IEEE 802.11a and 802.11g radios offering 108 Mbps of capacity
® 2.4 and 5 GHz dual-diversity RP-TNC connectors for external antenna support

® Available in either a lightweight version, or an autonomous version that may be field-upgraded
to lightweight operation

® Rugged metal case

32 MB of memory with 16 MB of storage

Operating temperature: -4 to 131°F (-20 to 55°C)

Inline power support (Cisco pre-standard and 802.3af)

® Console port for management

Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® Complete with integrated and secure mounting system

UL2043-rated for placement in plenum areas

Cisco Aironet 1230AG Series Access Point

First-generation dual-band lightweight
or autonomous access point with
dual-diversity antenna connectors

for challenging RF environments

® Two high-performance IEEE 802.11a and 802.11g radios offering 108 Mbps of capacity
2.4 and 5 GHz dual-diversity RP-TNC connectors for external antenna support

Available in either a lightweight version or an autonomous version that may be field-upgraded
to lightweight operation

® Rugged metal case

16 MB of memory with 8 MB of storage
Operating temperature: -4 to 131°F (-20 to 55°C)
® |nline power support (Cisco pre-standard)

® Console port for management

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® Complete with integrated and secure mounting system

® UL2043-rated for placement in plenum areas

Cisco Aironet 1200 Series Access Point

Single-band lightweight or autonomous
access point with dual-diversity antenna
connectors for challenging RF environments

® Single high-performance 802.11g radio offering 54 Mbps of capacity
® Field-upgradable to support 802.11a with a hardware upgrade module
® 2.4 GHz dual-diversity RP-TNC connectors for external antenna support

® Available in either a lightweight version or an autonomous version that may be field-upgraded to
lightweight operation

® Rugged metal case

® 16 MB of memory with 8 MB of storage

® Operating temperature: -4 to 122°F (-20 to 50°C)

® |nline power support (Cisco pre-standard)

® Console port for management

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® Complete with integrated and secure mounting system

® UL2043-rated for placement in plenum areas

Cisco Aironet 1000 Series Lightweight
Access Point Model 1020

Dual-band lightweight access point
with antenna connectors for challenging
RF environments

Two IEEE 802.11a and 802.11g radios offering 108 Mbps of capacity

2.4 GHz dual-diversity RP-TNC connectors for external antenna support

5 GHz non-diversity RP-TNC connector for external antenna support

Available in a lightweight version only

Metal and plastic case

16 MB of memory with 8 MB of storage

Operating: 32 to 122°F (0 to 50°C)"

Inline power support (802.3af)

Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
UL2043-rated for placement in plenum areas
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Product

Features and Benefits

Cisco Aironet 1300 Series Outdoor Access
Point/Bridge

Single-band lightweight or autonomous
access point and wireless bridge with a
NEMA-4 compliant case for mounting in
outdoor areas

Note: The Cisco Aironet 1300 Series supports

® Single 802.11g radio offering 54 Mbps of capacity

® 2.4 GHz dual-diversity RP-TNC connectors for external antenna support

® Configurable as an autonomous access point, wireless bridge, or as a workgroup bridge
® Support for both point-to-point and point-to-multipoint configurations

® Weather resistant NEMA-4 compliant case

® |ntegrated or optional external antennas for flexibility in deployment

® 16 MB of memory with 8 MB of storage

® Operating temperature range of -22 to 131°F (-30 to 55°C)

® |nline power support (Cisco pre-standard)

® Console port for management

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
® Complete with Integrated and secure mounting system

LWAPP when operating as an access point. ® UL2043-rated for placement in plenum areas

When it operates in bridge mode, however, it e Integrated or optional external antennas for flexibility in deployment
does not support the LWAPP protocol.

Cisco Aironet 1500 Series Lightweight ® Dual 802.11a/g radio support a maximum data rate of 54 Mbps
Outdoor Mesh Access Point ® 802.11b/g for access and 802.11a for backhaul
- ' ® Support for point-to-point or point-to-multipoint and mesh architecture configurations
Y | } ® Patent-pending Adaptive Wireless Path Protocol for intelligent wireless routing capability
o, j ® Weather resistant NEMA-4 compliant case
S ® Operating temperature range of -40 to 55°C (-40 to 131°F)

® Support for the Cisco Self-Defending Network, NAC, WPA, and 802.11i/WPA2
Lightweight outdoor mesh access point that
enables cost-effective, scalable deployment of
secure outdoor wireless LANs

ARCHITECTURE OF THE CISCO UNIFIED WIRELESS NETWORK

Cisco Aironet access points are a key componetiiteo€isco Unified Wireless Network. The Cisco UerfiWireless Network cost-
effectively addresses the wireless LAN securityldgment, management, and control issues facingrgrises. This framework integrates
and extends wired and wireless networks to delealable, manageable, and secure wireless LANsthattowest total cost of

ownership. It provides the same level of secusitglability, reliability, ease of deployment, andmagement for wireless LANs that
organizations expect from their wired LANSs. It indes innovative RF technology capabilities thabémeeal-time access to core business
applications while at the same time delivering gise-class, secure connectivity.

With the Cisco Unified Wireless Network, the besingents of wireless and wired networking are comdiito bring mobility to the
enterprise in a secure and reliable manner. Thébflity of the Cisco Unified Wireless Network alks network managers to design
networks to meet their specific needs, whether@mgnting highly integrated network designs or sexqlerlay networks.

For more information on the Cisco Unified Wirel®$stwork, visit: http://www.cisco.com/go/unifiedwireless

For the Cisco Unified Wireless Network brochuresjtvi
http://www.cisco.com/en/US/products/hw/wireless@@rod_brochure09186a0080184925.html

Figure 2 depicts a typical unified access pointalgpent. Figure 3 depicts a typical autonomous sspeint deployment.
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Figure 3.
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Figure 4.  Autonomous Access Point Deployment
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SUPPORTING PRODUCTS, PARTNERS, AND SERVICE OFFERINGS

Cisco Wireless LAN Controllers

Cisco wireless LAN controllers are part of the @iginified Wireless Network LAN feature set and egsponsible for handling
systemwide wireless LAN functions across an emtireless network. Cisco wireless LAN controllers designed to smoothly integrate
into existing enterprise networks. They communigeth Cisco Aironet lightweight access points omay Layer 2 (Ethernet) or Layer 3
(IP) infrastructure using the Lightweight Accessri®®rotocol (LWAPP). For more information abous€& wireless LAN controllers,
visit: http://www.cisco.com/en/US/products/hw/wirelessthrots _category_buyers guide.html - number_3

Wireless LAN Management

Network managers need reliable, cost-effectivestéml wireless LAN planning, configuration, and ragament. These tools must be
centrally available and support simplified openati@nd easy-to-use graphical interfaces. Ciscdessd AN management options are
determined based on the type of access points ykpknd the features required.

o Lightweight access points may be managed with Gigoeless LAN controllers and the Cisco Wirelessi€ol System (WCS).
A Cisco Wireless Location Appliance may be addedaftvanced features such as wireless voice ov@rdRP) and location
services, as well as advanced wireless securityries, such as Network Admission Control (NAC), @isco Self-Defending
Network, and guest access.

e Autonomous access points may be configured wittCiseoWorks Wireless LAN Solution Engine (WLSE)QiscoWorks
Wireless LAN Solution Engine Express.

Cisco Wireless Control System

Cisco Wireless Control System (WCS) is a Windowkioux server-based platform for wireless LAN plarm configuration, and
management. It provides a powerful foundation byctvtiT managers can design, control, and monitterpnise wireless networks
from a centralized location, simplifying operaticarsd reducing total cost of ownership. For morermiation about Cisco WCS, visit:
http://www.cisco.com/en/US/products/ps6305/inderlht

Cisco Catalyst 3750G Integrated Wireless LAN Controller

The Cisco Cataly&t3750G Integrated Wireless LAN Controller is a ©iget00 Series Wireless LAN controller integratet ithe

Cisco Catalyst 3750G Switch. The Cisco Catalysi0& ftegrated Wireless LAN Controller works in camgtion with Cisco Aironet
Series lightweight access points, the Cisco Wise{gsntrol System (WCS), and the Cisco Wireless tionappliance to deliver a secure
and unified wireless solution that supports missidgtical wireless data, voice, and video applioas. For more information about the
Cisco Catalyst 3750G, visitttp://www.cisco.com/en/US/products/ps6915/indexrlht

Cisco Catalyst 6500 Series Wireless Services Module (WiSM)

The Cisco WiSM is a member of the Cisco wirelesdLgontroller family. It works in conjunction withi§€co Aironet lightweight access
points, the Cisco Wireless Control System (WCS) thiedCisco Wireless Location Appliance to suppadgsmn-critical wireless data,
voice, and video applications. It provides realgicommunication between lightweight access poimtsaaher WLAN controllers to
deliver a secure and unified wireless solution. fiRore information about the Cisco WiSM, vigittp://www.cisco.com/go/wism
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Cisco Wireless LAN Controller Module for Integrated Services Routers (ISR)

The Cisco Wireless LAN Controller Module allows dhaad medium-sized businesses (SMBs) and enterprianch offices to cost-
effectively deploy and manage secure WLANSs. The uteg@rovides unparalleled security, mobility, arde of use for business-critical
WLANS, delivering the most secure enterprise-clgissless system available. As a Cisco IntegratedliGes Router module, it delivers
centralized security policies, wireless Intrusioe\ntion System (IPS) capabilities, award-winriRfgmanagement, quality of service
(Qo0S), and Layer 3 fast secure roaming for WLANse Tisco Wireless LAN Controller Module managegaipix Cisco Aironet
lightweight access points and is supported on G280 and 3800 Series Integrated Services Router€eco 3700 Series Routers.
For more information about the Cisco Wireless LAbh@oller Module, visithttp://www.cisco.com/en/US/products/ps6730/indarlht

CiscoWorks Wireless LAN Solution Engine

The CiscoWorks Wireless LAN Solution Engine (WLS&pvailable as a management tool for Cisco Air@ugbnomous access points
and wireless bridges. CiscoWorks WLSE is an eakgjyloyed and scalable management platform for magdgndreds to thousands
of Cisco Aironet autonomous access points and edsebridges. For more information about CiscoWWYkSE, visit:
http://www.cisco.com/go/wlse

CiscoWorks Wireless LAN Solution Engine (WLSE) Express

The WLSE Express is a complete wireless LAN managgrsolution with an integrated authenticationhatization, and accounting
(AAA) server for small to medium-sized enterprigeifities or branch offices using Cisco Aironet@uimous access points and wireless
bridges. For more information about CiscoWorks WLEB&ress, visithttp://www.cisco.com/en/US/products/ps6379/indexlht

Wireless LAN Location Services

Cisco Wireless Location Appliance

The Cisco Wireless Location Appliance is the indgstfirst location solution that simultaneousladks thousands of devices from
directly within the WLAN infrastructure. The Cistlireless Location Appliance brings the power obateeffective, high-resolution
location solution to critical applications suchhégh-value asset tracking, IT management, andilmedtased security. This easy-to-
deploy solution smoothly integrates with Cisco t@ss LAN controllers and Cisco Aironet lightweigtticess points to track the physical
location of wireless devices, including Wi-Fi-enatblaptops, voice handsets, Wi-Fi tags, and rogwéds, to within a few meters. For
more information about the Cisco Wireless Loca#impliance, visit:http://www.cisco.com/en/US/products/ps6386/indaxiht

SERVICE AND SUPPORT

Cisco offers a wide range of service programs telacate customer success. These innovative pregueardelivered through a unique
combination of people, processes, tools, and patnesulting in high levels of customer satistactiCisco Services help you protect your
network investment, optimize network operationgl prepare your network for new applications to edtaetwork intelligence and the
power of your business. For more information akidisto Services, visit:
http://www.cisco.com/en/US/products/svcs/ps29617/@82serv_group _home.html

FOR MORE INFORMATION

For more information about Cisco access pointstamryour local account representative or visitp://www.cisco.com/go/wireless

For more information about the Cisco Unified WisdéNetwork, visithttp://www.cisco.com/go/unifiedwireless
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